iPhone Configuration Utility Settings
*updated July 9 2012
Notes
This is the current iPhone Configuration profile that GPCSD is using.  This is a good starting point for IOS deployment.  There are other ways, such as using a Mac server , that will work slightly different for this profile.  Also, certificates are handle slightly different, also.  This profile can be tailored for each district depending on what restrictions are required.  We have found that for teachers that are requiring an iPad for their own uses, a separate profile can be created that removes the restrictions and can then be pushed down to their devices.  The following URL lists in detail each of the items below:
http://help.apple.com/iosdeployment-ipcu/?lang=en#app665501b0
General
Name-Display the name of the profile (shown on the device)
iPad Configuration Profile

Identifier-Unique identifier for the profile (e.g.  com.company.profile)
iPad Configuration Profile

Organization-Name of the organization for the profile
GPCSD

Description-Brief explanation of the contents or purpose of the profile
School location information

Passcode
Not configured

Restrictions
Device Functionality-Enable use of device features
Allow installing apps-YES
Allow use of camera-YES
Allow FaceTime-NO
Allow Screen Capture-YES
Allow automatic sync while roaming-NO
Allow Siri-NO
Allow Voice dialing-NO
Allow In-App Purchase-NO
Force user to enter iTunes Store password for all purchases-YES
Allow multiplayer gaming-NO
Allow adding Game Center friends-NO

Applications-Enable access to applications on the device
Allow use of YouTube-NO
Allow use of iTunes store-NO
Allow use of Safari-YES
Enable autofill-YES
Force fraud warning-NO
Enable Javascript-YES
No block pop ups-NO
Accept cookies – Always



iCloud-Enable access to iCloud services
Allow backup-NO
Allow document sync-NO
Allow Photo Stream (disallowing can cause data loss)-NO
Allow diagnostic data to be sent to Apple-NO

Security and Privacy-Enforce security and privacy policies
Allow user to accept untrusted TLS certificates-YES
Force encrypted backups-NO

Content Ratings-Control access to apps and media
Allow explicit music & podcasts-NO

Ratings Region-Sets the region for the ratings
Canada

Allowed content ratings-Sets the maximum allowed ratings
Movies – 14A
TV Shows – 14+
Apps – Allow All Apps

WI-FI
Service Set Identifier (SSID)-Identification of the wireless network to connect to 
GPCSD-SECURE

Auto Join-YES
Hidden Network-NO

Proxy setup-Configures proxies to be used with this network
None

Security Type-Wireless network encryption to use when connecting
Any (Personal)

Password-Password for the wireless network
Current wireless password

VPN
Not Configured

Email
Not Configured

[bookmark: _GoBack]Exchange ActiveSync
Not Configured
LDAP
Not Configured

CalDav
Not Configured

CardDav
Not Configured
Subscribed Calendars
Not Configured

Web Clips
Not Configured

Credentials
Not Configured

SCEP
Not Configured

Mobile Device Management
Not Configured

Advanced
Not Configured


